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08 Fundamentals

7. Which statement below is true about Setup tool?

Review
Laer? © Setup tool can detect any WAN IP address of SonicWALL appliance in the same segment
Any separation by routers is not allowed

© Setup tool can detect any LAN IP address of SonicWALL appliance in the intranet separated
by routers.
© Setup tool can detect any LAN and WAN IP addresses of SonicWALL appliance in the same
segrment. Any separation by routers is not allowed
© Setup tool can detect any LAN IP address of SonicWALL appliance in the same segment. Any
separation by routers is not allowed
© Setup tool can detect any WAN IP address of SonicWALL appliance in the intranet separated
by routers.
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[] B8 Ifyou are unable to connect to the SonicWALL securty appliance’s management interface, o you

Review  want to restart the SonicWALL securty appliance in Safenode, you should
Laer?
© With the power turmed off hold down the reset button for 5 secands. Then tun on the power and
connect the browser to 192.166.168.1
© Hold down the power button for 5 secands and then connect the browser to 192.168.168.1
© From the Syster > Settings page click the restart in safe mode option button
£33 Hold down the reset button with a pin for 5 seconds and then connect the browser to
192.168.168.165.
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[] 108 Which of the following are true about the default gateway?
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Laer? It serves as the route of last resort for intemal hosts
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It can be used to access resources outside of a hosts broadcast domain
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Laer? Content Filtering Senice to block the Drugs/Drug Culture category. One of the librarians has notified
you that a study group is working on a project about drug prevention in schools and cannot get to
Sorme of the anh-drug sites that they need for the project. What is the best way to solve this
problem?

© Enable access to the Drugs/Drug Culture category and use the Content Fiktering Senvice
Custornize menu to add the URLS for al the forbidden domains

© Agree to enable access to the Drugs/Drug Culture category for two weeks

{5} Use the Content Filtering Senvice Custornize menu to add the URLS for the anti-drug sites
under the Allowed Dorains fiter

© Identify the PCs in the adult section of the library that do not have this category blocked
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113. What part of a packet does Stateful Packet Inspection technolagy exarmine?
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) Header
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[] 114 During the setup of a GVC connection, when does user authentication occur?
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© Before IKE Phase 1
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0 115 [Peer Message.
B @ cocolbost>  The comecton7.115.116,13"has boenenbid,

|867.115.116.136  Startng ISAKMP phase 1 negotiation
[€067.115.118.196 NAT Detectad: Lol hostis btind a NAT devic.
(67.115.116.136 The s etme fo phase 1 5 2900 secons.
($)67.115.118.136 Phase 1 has complted.
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What is indicated in the GVC log pictured above?

© The user credentials supplied were invalid
5} GVC connection established

© Anincorrect Gateway IP address was specified when creating the connection
© GVC vittual adapter contained an IP address
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08 Fundamentals
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Review  "Deny”, blocking all outbound WAN trafic. The Administrator then added new allow rules to "Allow”
Laer? the Address Group containing the LAN Host IPs to access the WAN Zane for HTTP and DNS
senices only. The Address Group (LAN Host IPs) does not cotain the Gateway IP of the Firewall
What potential problem does this cause?
© The Default LAN > WAN rule can ot be modified.
5} This is more secure than the default rule and there is no negative impact to the end user
© LAN users can not surfthe Intemet
© The firewall cannot register with SonicWALL's web site and update the UTM signatures
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118, In order for SonicWALL's Deep Packet Inspection engine to provide protection, where must GAY,

Revies  IPS, andfor Gateway Anti-Spyware be enabled?
Laer?

5} Zones and security senices

© Address objects

O Firewall rules

© NAT policies and firewall rules

© Tones
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[] 17 Which Security Senices of the SonicWALL securty appliance use the SonicWALL Deep Packet
Sees  Inspetion engine?

) IPS, GAY, and Anti-Spyware

© Global VPN Cliert

© IPS, Anti-Spyware, Content Filtering

© IPS, GAY, Anti-Spyware, and Viewpoint
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[] 118 Which SonicWALL security senices use the Deep Packet Inspection engine? (Select all that apply)
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[] 19 What are the advantages that SSLVPN has over a GVC VPN? (Check al that apply.)
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[] 124 Which of the following is NOT a component of Application Firewall?
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[] 127 What is the function of an Application Firewll Object?
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RD
Laer? Multimedia and P2P attacks
IPS and Virus attacks

[ Anti-spyware and VPN bandwidth

[] Intemet Bandwicth and IPS
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[] 146 What is the consequence of enabling Defaut Client Provisioning and disabling Client Authentication
Revies  on the Group VPN configuration?
Laer?

© The shared secret no longer needs to be distributed

5} No shared secret or authentication is required to establish a GVC connection

© The user will be transparertly authenticated via single sign-on functionality
© A second layer of security is provided
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147, With a T1 primary WAN connection (Static IP) and a Cable ISP failover/backup connection (Dynamic
Revies  IP), what VPN mode should be selected to connect back to the corporate site?
Laer?

5 Aggressive Mode

© Cant build a VPN because both the Primary and Secandary WAN must have a Static P
address.

© Main Mode
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Revin
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148, Within the IPS Global Settings of the SonicWALL securty appliance, which of the following settings
do you need to set to black Instant Messaging (M)?

© Detect all igh Priority Attacks

5} Prevent all Low Priority Attacks

© Prevent All and "Detect All", Medium Priority attacks

© Prevent All, High Priority attacks

© Detect All, Low Prioiity attacks
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[m]

Revin

149. Which configuration allows for a Site-to-Site VPN tunnel to be used between two SonicWALL
Laters

securty appliances when one ste has an unknown [P address (dynarmic IP) and the other site has &
static IP address?

© IKE ¥l using Main mode with a pre-shared and a Domain name

5} IKE vl using Aggressive mode with a pre-shared and a SonicWALL identifier

© IKE ¥l using Main mode with a pre-shared secret

© IKE vl using Aggressive mode with a pre-shared secret
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[] 150, What is the primary purpose of cortent fitering?

Revien
Laer? © Protect users from hackers and vandals

© Prevent users from using VPN
5} Restrict users from browsing unapproved Web sites
© Block viruses from infecting users
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Review  wants to restrict SSLVPN users Intemet traffc to anly go through the security appliance once they
Laer?

have successfully logged in. How would the administrator accomplish this?

[] 151. The SonicWALL Adrinistrator is using SonicOS Enhanced firmware 5.2 (or later). The administrator

© Assign a CFS policy to the SSLVPN Senices Group
5} Enable the Tunnel All Mode,

© Configure the firewall's WAN GrougVPN policy allow connections to "This Gateway Only”
© Configure a Client Route with access to only the X0 interface
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152, How are route(s) deterrined in a Route-Based VPN?

RD
Laer? © Multiple rautes are configured while configuring the tunnel

© IKE Phase 1 sets the route

© Static Routes determine the route the tunnel takes

Routes are configured by adding intermediate points to the tunnel
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[] 153 Assurming that multiple routes have been configured, what happens when the active route fails?

Revien
Laer? © Providing muliple end-points have been configured, the signal will come up on the new

end-point

© Multiple overlapping routes create a new path between the end-points,

5} Providing an ahemate tunnel has been configured, the signal wil be routed over the secondary
tunnel.

© The signal will drop and not come back up until the route is restored
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[] 154 S50 Agent can obtain user infarmation from PCs on the network using which protocols?

Revien
Laer? Wil

[ MSChapv2

O NTLM

O 3DES

NETAPI
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185, List the advantages that SSLVPN has over an IPSec VPN, (Check al that apply.)

RD
Laer? [ Uses Point-to-Point Protocol (PPF)
NetExtender standalone client is installed the first time you launch NetExtender
[ Reduires the SonicWALL administrator to install the client
Allows remote clients searnless access to resources on your local network
An SSLVPN client for Windows, Mac, or Linux users
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08 Fundamentals

13. Select the two methods you can use to register the SonicWALL
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Laer? [0 Using the Sonic Setup tool
Directly from the SonicWALL Management Interface
From MySonicWALL corn

[ Using the Getting Started Guide
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188. Single Sign-On Agent can obtain user infarmation from PCs on the network using which protocols?

[m]
Revien
Laer? WMl
NTLM
NETAPI
Kerberos
MSChap
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[] 157 The S5O Test feature can verify two of the following
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Laer? User Lagin
Agent connectivity

[ Workstation IP

[ LDAP Group membership

[ CHAP 2 authentication

[ LDAP user privieges
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188. The SonicWALL S50 Agent can be configured to query workstations on the network using either of

Review  which two protocols? (Choose two.)
Laer?

WMl

HTTR

Ethemet

NetAP!

File Transfer Protocal
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189, The SSO test function can verify which of the following? (Select all that apply)

[m]
Revien
Laer? Logged on user
Agent connectivty
User privlege
Workstation IP
LDAP group mernbership
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1B0. Select three protocals used in various VPN implementations. (Select all that apply)

RD
Laer? [ Intermediate System-to-Intermediate System (S-15)
Layer Two Tunneling Protocal (L2TF)
[ Open Shortest Path First (OSPF)
IP Security (PSec)
Paint-to-Point Tunneling Protocol (PPTF)
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Secure Access

162, Which of the following is true of network access rules? (Select twa)

RD
Laer? Can be configured manually
Must specify an IP address range
Can be configured using a wizard
[ Will be overridden by defaut rules
[ Can be configured with a touch tone phone
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1B3. You want to remately manage your ofiice PRO 4080 from home. PRO 4080 is on an ADSL line with

one WAN IP address. However, there is a SSL-VPN appliance in DMZ taking up port 443. What
would you do? (Select al that apply.)

Revin
Laters

Setup an IPSec VPN tunnel using GVC from home. Then you manage the PRO 4080 using
port 80 on LAN IP.

[ This is not supported since SSL-VPN takes up port 443. You cannot have both (remote
management and SSLVPN) at the same time

[ Do nothing. PRO 4060 can distinguish frewall management trafic of normal HTTPS SSLVPN
trafic. It willlet you manage PRO 4080 without additional configuration

[ Do nothing. Your login credential will guide you to the right destination.

Change remote management port to 8443, Spare port 443 for SSLVPN traffic
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What is the most likely cause of the error displayed in the GVC log snippet?
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183. Which of the following corfigurations takes precedence?
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184. How does the SonicWALL maintain persistence with outbound load balancing?
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185. The SonicWALL security appliance WAN ISP Failover & Load Balancing feature has the capability

to do probe monitoring. Which of the following is the preferred method for probe monitoring?
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[] 185 Which of the following LE/Failover methods allows an administrator to specify when trafic is sent out
Seves  of the secondary WAN Interface?
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© Active/Passive

Comments
Assessment Page 186 of 194
Prev Page NextPage
ssessment content s copyright 2010, SaricWLL, nc. sofiyareby
Software is copyriht 1939-2010, Ingenious Group, nc. Al rights reserved ingeniousGroup
Version 6.08

Conclida

Procuar Ambierte Trabaho





image189.png
Mozilla Firefox

Echero Edtar Ver Hstoco Marcadores Femamentas Al

[ RN [ e ——— T

77 -

 HES

(2 et Vistados ("] Comesar Aqu (1] Utins Novkdes 5 ASUSTek Computer .. () Wwere fasiuctar . [ UCEPROTECT® e 31 nkupinlocal s ... [ HowTorrstal and ... [ How o confgre i, () Pismo Techric . -

| B S T

| L) SonicwaLL Inc. =]

€ What ockup nd Do TN Buding anEncerprie

N Certficate Suppart a

D cons ot ot

SONICWALL , NSE V5.5-1

Assessment Page 187 of 194
ing: 00:55:09  [@ Screen Help|

Scalatility and Reliabilty

187. Which of the following LB/Failover methods would be selected if an administrator wanted to specify

Review  how much outbound trafic is sent through the primary and secondary WAN interfaces?
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© Spill-Over based
) Percentage based
O Active/Passive
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Using the above diagram, what service and WAN interface is being routed by the Routing Policy?

© Port 53 traffic is being routed out the X1 interface
5} Port 80 traffic is being routed out the X1 interface
© Port 6080 trafic s being routed out the X2 interface
© Port 443 traffic s being routed out the X1 interface.
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[] 189 The Company's security policy s to only allow WWW browsing by all intemal users, no other
Review  intemet trafic is permitted. What are the "Best Practices” firewall rules to accorplish this, check all

L2 pules that apply. Assume the following column headings
LAN > WAN(Intersection) - Any(Source) - Any(Destination) - Any(Senice) - Deny(Actior) -
AllUsers)
LAN > WAN(Intersection) - Any(Source) - Any(Destination) - HTTP(Senvice) - Allow{Actior) -
AllUsers)
[ LAN > WAN(ntersection) - Any(Source) - Any(Destination) - Any(Senvice) - Allow(Action) -
AllUsers)
LAN > WAN(Intersection) - Any(Source) - Any(Destination) - DNS(Senvice) - Allow{Actior) -
AllUsers)
[0 WAN > LAN(intersection) - Any(Source) - Any(Destinatior) - HTTP(Service) - Allow(Action) -
AllUsers)
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190, Which is NOT & SonicWALL load balancing method? (Select al that apply)
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181, What configurations are required to set up a public server on & SonicWALL running Enhanced OS

Review  where the server has a non-routable private IP address? (Select al that apply)
Laer?

[ Static ARP entry

Firewall rule
[ Custom rote policy
NAT rule
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[] 192 Which of the following are requirements of WAN ISP Failover and Load balancing? (Select all that
Revier  apply)

Laer?
Probe monitoring
[ Standard 05
A second WAN ISP connection
[ Placing each WAN on separate subnets
OPT or available Xn (2.0, X2 or X4) of Fr interface has to be set up s a secondary WAN
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SONICWALL>

08 Fundamentals

[] 17 The X0 network interface supports which of the following? (Select all that apply.)
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O L
Static
Transparent Mode
[ DHCP
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08 Fundamentals

18. Which of the following are true about the default gateway? (Select all that apply)

Review
Laer? It performs DNS lookups for intemal hosts

It appends source routing information to all outbound traffic

It serves as the route of last resort for intemal hosts

It can be used to access resources outside of a hosts broadcast domain
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20. Which of the following encryption methods are supported by the firewall? (Select all that apply)

[m]
Revien
Laer? DES
3DES
AES256
[ AESS12
AES192
O shal
O o5
Comments
Assessrment Page 20 of 194
Prev Page Next Page
ssessment content s copyright 2010, SaricWLL, nc. sofiyareby
Software is copyriht 1939-2010, Ingenious Group, nc. Al rights reserved ingeniousGroup
Version 6.08

Conclida

Procuar Ambierte Trabaho





image21.png
Mozilla Firefox

Echero Edtar Ver Hstoco Marcadores Femamentas Al

[ RN [ e ——— T -

3 ot nlocal dns . (LG How T nstaland ... [ o o confre D (B Pismo Technicn, e $9 Whoislookup and Do Buding anEntrpris.« 1 Cortica Supprt e (L5 Windows ook crtic

 HES

(2] Hei Vistados "] Comesar Al (5] Utins Novkddes 5 ASUSTek Computer 1., () Wwere Tfastructar . | UCEPROTECT® et

| ] SoricWaLL - Adninstraion for 0017C... | | | ] SonicWALL, Inc. =]

033021 [ @ Screen i

08 Fundamentals

g 2
Revien
Laer?
Refer to the diagrarm and assume all defaults on the firewall. In addition, assume only one available
public IP address which has been assigned to the fiewalls WAN Interface. The objective is to allow
inbound HTTP traffic to the Web server. Which of the following are true? (Select all that apply)
[ You must create an Outbound NAT policy
You must create a firewall access rule allowing HTTP requests to traverse the WAN>LAN zone
You must create an Inbound NAT policy
[ You must create a firewall access rule allowing HTTP responses to traverse the LANSWAN
zone
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08 Fundamentals

[] 22 ffmanaging a remote SonicWALL via HTTPS management from a cormputer behind another local
Review  SonicWALL, what items on your local SonicWALL could block your access to the remote unit?
2 (Select all that apply)

[ Bi-Polar Transposition
SSL control

Firewall rule

[ Mismatched PSK
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23. The SonicWALL administrator can export the contents of the SonicWALL lag in which of the

paven  following formats? (Check all that apply.)
Laer?

Cormma-separated value (C5V)
[ Plain text tab delimited

Plain text

[ Plain text comma-delimited
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SONICWALL>

08 Fundamentals

[] 24 In SonicOS enhanced, what are the default zones that come with a brand-new Wireless appliance?
Review  (Select all that apply)
Laer?
[ Muticast
[ Broadcast
O Inside
WLAN
DMZ
LAN
O Unicast
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@ Screentiel

[] 25 The SonicOS Enhanced 5.x supports several object classes. Which of the following types are

Review  supported for Address Objects? (Select all that apply )
Laer?
FQDN
MAC Address
O URL
Network
O 1P Address
Host
[ Subnet
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08 Fundamentals

26. Which statement(s) accurately describe Zone-based networking? (Select al that apply.)

Review
Laer? [ Using zones to segment and manage networks increases the amount of CPU overhead on the
appliance and should be used only in Pro Series models
[ A network secuity zone is simply a logical method of grouping ane o more interfaces with
user configurable names and applying security rules as trafic passes from one zone to another
zone.
A Tone is a lagical grouping of one or more interfaces designed to make management, such as
the definition and application of Access Rules, simpler and more intuitive
[ When setting up Zones on the firewall, any interface can be applied to multiple zones for easy
configuration managernent
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08 Fundamentals

27. Select the protocols that can be used to upload new firmware to your SonicWALL appliance. (Select

Review  all that apply)
Laer?
HTTPS
S-FNET
HTTR
O Telnet
O FiP
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SONICWALL>

08 Fundamentals

[] 28 The SonicWALL Adrinistrator has only ane WAN Public IP address. The WAN IP address is

Review  configured as the firewalls WAN interface. The administrator wants to create a DMZ Zone for one

Laer? Wb server with a private IP address. The Web server on the DMZ must be available to all Interet
users. What does the administrator need to configure on the frewall? (Select all that apply.)

Configure & WAN to DMZ firewall rule to allow HTTP senice to the Web server.

Configure & NAT policy for the web server.

[ Configure a WAN to LAN firewall rule to allow HTTP access to the public IP address

[ Modify the firewalr's default HTTP managerment port B0 to another port nurnber to avoid confict
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Assessment Page 29 of 194
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08 Fundamentals

[] 28 The SonicWALL Adrinistrator has upgraded the firmware on the NSA security appliance to 5.2 (or
Review  later). What happens when a second administrator logs in with full administrator prvleges? (Select

Ber? gl that apply)
[ The first adrministrator can be logged out

[ Nothing, you can have multiple administrators in config mode.
[ A second administrator cannot log in.

The first adrministrator can be converted to non config mode.
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30. When a custorner has a public web server in the DMZ zone with a private IP address, you must
establish a NAT policy for the customer web server and a firewall ule for the WAN to DMZ zone.
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31. A SonicWALL running SonicOS Enhanced can be configured ta route trafic from the same [P

address through two gateways based on the senvice.
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[] 34 The SonicWALL Administrator has upgraded the firmware on the NSA security appliance to v5.2 (or
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Prerequisites

35. What are twa examples of 3 denial-of senice attack?

Review
Laer? Attempts to distupt senice to a specific system
Brute-force attack
[ Manin the middle
[ "Flooding” a network to prevent legitimate network traffic access
[ Power outage
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[] 36 Which of the following describes a virus attack?

Revien
Laer? © The connection between two machines is disrupted
© Ahacker imitates an IP device to gain access to a network
5} Aninfected program is run and other programs are infected when they are executed or copied
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Primary WAN Etheret Interface: [ X1 ¥

Secondary WAN Ethernet Interface: [X2 [V

Enable Load Balancng

® Basic Actve/passive Faiover

Preempt and faiback to Primary WAN when possible
O Per Destination Round-Robin

O spilover-Based

Send traffic to Secondary WAN when banduidth exceeds Kops

O Percentage-sased

Use Source and Destination IP Addresses Binding

Primary WAN Percentage: 50

Secondary WAN Percentage: 50

Refer to the configuration above. - Assurne the Primary WAN interface has failed and all outbound
WAN trafic has been diverted to the Secondary WAN interface. What will happen when the Primary
WAN interface comes back online

@ Al new outbound WAN traffc wil use the Primary WAN interface. Any existing connections
using the Secondary WAN interface wil have to be re-established

Established outbound WAN connections using the Secondary WAN are gradually re-routed in a
phased manner to rminimize the impact on existing sessions.

Nothing, because this configuration is  load balancing function

Any new WAN trafic will use the Primary WAN interface while existing WAN trafic will
continue using the Secondary WAN interface unti the web session is corplete

00 O
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SONICWALL>

Prerequisites

37. Proper server configuration and data backup practices are defined in which section of a securty

Review  policy?
Laer?
© Data confidentiality
© User behavior
© System integrity
@ System access control
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Prerequisites

36, What is the purpose of a security policy?

5% O Todescribe prevention measures only for hacker and virus attacks
® To provide a general descrption ofthe areas and levels of protection from securty fisks,
including network secuty
© To act as a comprehensive, static staternent of a company's securty measures
© Toeliminate securty fisks
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38. Which of the following security techniques allows you to see trends over time and provides &
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Laer?
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O Intrusion detection

© oMz
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40. Select all authentication methods:

Review
Laer? IKE
[ Rules-based access
User narme and password
Token
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41 Which of the following is the most basic firewall technolagy?

Revien

Laer? O single firewall
© Packet fiter
© Application proxies
@ Stateful packet inspection
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42. Which of the following is not a technology used in the first two generations of irewalls?
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© Packet fiter
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43. Select two properties of stateful packet inspection.
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44, Where are firewalls commanly placed in  private network?

Revien
Laters [ as 3 part of the server

Between the server/router and the Intemet router

[ s a bridge to a workstation
Between the systems on the network and the server, and between the server and the Intemet

Commants

Assessrment Page 44 of 194
Next Page

Prev Page

ssessment contert i copyright 2010, SoricWALL, . sofiyarcby
Software s copyright 1988-2010, Ingeriaus Group, nc. Allrights reserver. ingeniousGroup
Versian .06

Procuar Ambierte Trabaho

Conclida





image45.png
Echero Edtar Ver Hstoco Marcadores Femamentas Al

77 -

 HES

1] hitpsiffsecure testcraft.comfavtS4 ssess. aspxPquid=5291 7S9BCAL AAGEAAD3HT2BESSSFFE28a=Q1L

©® cxaC

(2] Hei Vistados "] Comesar A (1] s Noveades 5 ASUSTK Computer 1

. e

@D s st

(] UCEPROTECT@ M., 3 nockupinlocl s .. (L5 HowTorstaland ... [ How o confgure i, () Pismo Techric . -

€ Whot ook nd Do TN Buding anEnerprie.. T Corficte Supprta

D cons ot ot

| B S T

SONICWALL>

Prerequisites

ng:

45, What are two advantages of a mutiple frewall?

: 02:59:42 [ Screen i

NSE V5.5-1
Assessment Page 45 of 194

Review
Laer? Offers protection from extemal attacks while each network segment has free access to other
segrments
[ Helps protect entire departments
Protects restricted special resources
Comments
Assessrment Page 45 of 194
Prev Page Next Page
ssessment content s copyright 2010, SaricWLL, nc. sofiyareby
Software is copyright 1399-2010, Ingenious Group, Inc. Al ights reserved. ingeniousGroup
Version 6.08

Conclida

Procuar Ambierte Trabaho





image46.png
Echero Edtar Ver Hstoco Marcadores Femamentas Al

1] hitpsiffsecure testcraft.comfavtS4 ssess. aspxPquid=5291 7S9BCAL AAGEAAD3HT2BESSSFFE28a=Q1L

©® cxaC

77 -

 HES

(2 et Vistados ("] Comesar Aqu (1] Utins Novkdes 5 ASUSTek Computer .. () Wwere fasiuctar . [ UCEPROTECT® e 31 nkupinlocal s ... [ HowTorrstal and ... [ How o confgre i, () Pismo Techric . -

] SoricALL - Adminstraton for 0017C... | | || SomicWALL, Inc. =]

B Whos ookup and D

I Buiding an Enterprise,

N Certficate Suppart a

D cons ot ot

SONICWALL , NSE V5.5-1

Assessment Page 46 of 194
ing: 02:59:08 @ Screen Help|

Prerequisites

[] 46 Whyis deep packet inspection necessary for today's frewalls?
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© Who should be allowed to access your senvices?
Comments
Assessment Page 47 of 194
Prev Page Next Page
ssessment content s copyright 2010, SaricWLL, nc. sofiyare by
Software is copyright 1399-2010, Ingenious Group, Inc. Al ights reserved. ingeniousGroup

Versian .06

Conclida

Procuar Ambierte Trabaho





image48.png
Echero Edtar Ver Hstoco Marcadores Femamentas Al

 HES

77 -

6 e x o0 T it secure dostcraft. comjotS34]sess.aspx?quid=S2919BCA1 AAGEAAD3H2BESSSFFSZ8a=Q1

(5] Hei Vitados "] Comesar Al (1] Utins Novkdes 25 ASUSTek Computer ., (0 Wwere fasiuctar 3 ot nlocl dns .. (05 How T nstland .. [ How o confgure O,

[ ucerrotecTamer

| L) SonicwaLL Inc. =]

(8 Fsmo Tedic . -p.. @ Whos looup andos.. T Buldng anEnerese... T Cetficte Suppota

D cons ot ot

| B S T

SONICWALL s o 5

ng: 02:56:57 [ Screen s

Prerequisites

[] 48 Whenis the ideal time to create a security policy?

Revien
Laer? © Right after the business plan has been completed

5} Whenever the need for a security policy arises
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48 You can identify vunerabilities by using which three of the following methods?
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Autornated scanning tools
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50 Which of the following choices is the best way to identiy vulnerabiliies?

Review
Laer? ©  Performing scans only on your private network or orly on public servers and senices will not
help idertify all possible vunerabilties

© Performing scans on public senvers and senices
@ Performing scans on your private network internally, as wel as externally (the Internet) is the
best way to identify vinerabilties.
© Performing scans only on your private network or orly on public servers and senices will not
help idertify all possible vunerabilties
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51. Deniakof-seniice attacks have an impact on which area of your network and data?
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[] 52 Whatis the first step for designing a secure network?
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[] 53 Your organization has 3 departments: HR, Accounting, and Engineering. Each department has its
Review  own dedicated server. Only employees working in a department can access that department’s
L2 server. Which of the following option should you irmplement?

© Enable secuity logging
© Install anti-irus software

5 Create zones

© Enable intrusion prevention and detection
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54. Which of the fallowing statements best describes what SonicWALL Security platforms are best
Reven  known as?
Laters

5} Integrated securty solutions that include firewall, VPN, and integrated security applications
© IPSec VPN solutions

© Antivirus application
© Separate Stateful Packet fiewall solutions

Comments
Assessrment Page 54 of 194
Prev Page Next Page
ssessment content s copyright 2010, SaricWLL, nc. sofiyare by
Software is copyriht 1939-2010, Ingenious Group, nc. Al rights reserved ingeniousGroup
Version 6.08

Conclida

3
Procuar Ambierte Trabaho




image55.png
Echero Edtar Ver Hstoco Marcadores Femamentas Al

1] hitpsiffsecure testcraft.comfavtS4 ssess. aspxPquid=5291 7S9BCAL AAGEAAD3HT2BESSSFFE28a=Q1L

©® cxaC

77 -

 HES

(2 et Vistados ("] Comesar Aqu (1] Utins Novkdes 5 ASUSTek Computer .. () Wwere fasiuctar . [ UCEPROTECT® e 31 nkupinlocal s ... [ HowTorrstal and ... [ How o confgre i, () Pismo Techric . -

] SoricALL - Adminstraton for 0017C... | | || SomicWALL, Inc. =]

B Whos ookup and D

I Buiding an Enterprise,

N Certficate Suppart a

D cons ot ot

SONICWALL , NSE V5.5-1

Assessment Page 55 of 194
ing: 02:51:07  [@ Sereen Help|

Prerequisites

55. A company has 10 remote offces that must maintain redundant VPN connections to corporate
Review  headguarters. Mission-critical data is transmitted every day. Which SonicWALL hardware and
Laer? firrmware solution is best suited for the deployment?

© SoniceWALL PRO 230 with SonicOS Standard firmware
® SonicWALL PRO 3060 or SanicWALL PRO 4060 with SonicOS Enhanced firmware
© SoniceWALL TZ170 with SonicOS Standard firmware
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Administrators
5} The mySonicWALL corn Web site is the registration site for all SanicWALL products
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57. Inwhat way is the SonicWALL Automatic Licensing System beneficial for the network
Rew  administrator?
Laters

© It Increases the likelihood of false registrations
5} Itis easy to use and provides simplfied senices activation.

© It allows network adrministrators to manually input registration and activation codes
© It provides an easy three-step process for registration
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58, What are the two versions of SonicOS?
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